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Multimedia data retrieval method where files are indexed by data and
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.. .retrieval method where files are indexed by data and location and
information stored either in file name or in a file that accompanies
directory

Original Titles

:

...Scheme for multimedia data retrieval using event names and time or
location information. .

.

...Scheme for multimedia data retrieval using event names and time
/location information

Alerting Abstract ...NOVELTY - Files are classified by both date of
picture being taken and geographic location of multimedia data. They can
then be recalled by specifying a precise time , range of times , a
specific location or range of locations. A front end can display thumbnail
pictures overlaid on a map, or on a timeline . . . .ADVANTAGE - Files are
classified by human concepts and does not require attaching of keywords
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International Classification (Main) : G06F-017/30
(Additional/Secondary) : G06F-012/00 . . .
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Original Publication Data by Authority

Original Abstracts:
...retrieval device, each one of a plurality of multimedia data is managed
in .relation to time information and/or location information indicating a
time and/or a location at which each multimedia data is created. Then, the
time information and/or the location information corresponding to a

retrieval request are obtained upon receiving. .

.

...and multimedia data are retrieved from the plurality of multimedia data
according to the obtained time information and/or location information...

...retrieval device, each one of a plurality of multimedia data is managed
in relation to time information and/or location information indicating a
time and/or a location at which each multimedia data is created. Then, the
time information and/or the location information corresponding to a

retrieval request are obtained upon receiving...
...and multimedia data are retrieved from the plurality of multimedia data
according to the obtained time information and/or location information.
Claims

:

. . .method, comprising: (a) managing each one of a plurality of multimedia
data in relation to time information and/or location information
indicating a time and/or a location at which each multimedia data is
created; (b) obtaining the time information and/or the location
information corresponding to a retrieval request upon receiving the
retrieval ...

...data from the plurality of multimedia data managed by the step (a),
according to the time information and/or the location information
obtained by the step (b. .

.

...method, comprising: (a) managing each one of a plurality of multimedia
data in relation to time information and/or location information
indicating a time and/or a location at which each multimedia data is

created; (b) obtaining the time information and/or the location
information corresponding to a retrieval request upon receiving the
retrieval . .

.

...data from the plurality of multimedia data managed by the step (a),
according to the time information and/or the location information
obtained by the step (b)

.
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Real time differential global positioning system error connection
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Real time differential global positioning system errbs^-eonnection
method in Internet, involves processing received information using error
correction information

Original Titles

:

Method and apparatus for automated different GPS processing.

Alerting Abstract ...NOVELTY - A differential global positioning
system (DGPS) error correction information is transmitted to server couple
to DGPS base station. GPS information is received by rover GPS unit
communicating with wireless server and is processed with transmitted error
correction information . DESCRIPTION - An INDEPENDENT CLAIM is also included
for differential global positioning system. .

.

...USE - For error correction of near real time differential global
positioning system (DGPS) in Internet application...

...ADVANTAGE - Allows real time correction of GPS information using
wireless Internet connection. .

.

...DESCRIPTION OF DRAWINGS - The figure shows the computer arrangement for
retrieving GPS correction information over global Internet.

Title Terms ... /Index Terms /Additional Words: TIME ;

Class Codes
Manual Codes (EPI/S-X) : T01-H07C3 ...

. .
.* T01-H07C5A ...
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Original Publication Data by Authority

Original Abstracts:
GPS position information is collected and stored in a computer system.
The GPS position information includes time - stamps that indicates when
the GPS position information was collected. The computer system uses the
time stamps to generate an error correction file name for an error
correction file that can be used to correct the GPS position
information. Using the generated error correction file name , the
computer system connects to a file server that stores differential GPS
error correction files and copies the needed differential GPS error
correction file. The computer system connects to the DGPS file server using
the File Transfer Protocol of the global Internet. The computer system then
corrects the GPS position information in the computer system using the
retrieved DGPS error correction file.
Claims

:

A method of near real- time Differential Global Positioning System
(DGPS) error correction, said method comprising: generating DGPS error
correction information on a DGPS...

...location; transmitting DGPS error correction information to a server
coupled to said base station; receiving Global Positioning System { GPS
) information on a rover GPS unit, said rover GPS unit having a

wireless connection; and processing said GPS information with said DGPS
error correction information.
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Video and image location data digitally watermarking method for aerial
platform e.g. satellite , involves providing geovector corresponding to
location depicted in one frame of video and digitally watermarking
geovector in frame
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Patent
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Original Titles

:

Embedding location data in video -

Alerting Abstract ...in a database and the information is accessed
through a pointer, where the geovector comprises longitude , latitude ,

altitude, time cardinal direction, azimuth and sensory characteristics.
The geovector is digitally watermarked in the video frame .... DESCRIPTION OF
DRAWINGS - The drawing shows a flow diagram depicting a method of
embedding a geovector in image data including video.

Class Codes
Manual Codes (EPI/S-X) : S02-B04

. . . T01-J04C ... '

. . . T01-J10D ...

. . / T01-J12C
Original Publication Data by Authority

Original Abstracts:
...object and areas depicted in the video. A geovector may include location
coordinates such as longitude , latitude , altitude, etc. In one
implementation, geovector information is embedded within a video frame so
as to correspond with an area depicted in the video frame's center or
off-center location. In a second implementation, a geovector includes an
identifier or indexing protocol for use in a video management system.



iiuiiiinniiiiiiiiiiHiiiiiiiii
US 20030215110A1

(i9) United States

(12) Patent Application Publication <i<» Pub. No.: US 2003/0215110 Al
Rhoads et al. (43) Pub. Date: Nov. 20, 2003

(54) EMBEDDING LOCATION DATA IN VIDEO

(76) Inventors: Geoffrey B. Rhoads, West Linn, OR
(US); Kenneth L. Levy, Stevenson,

WA (US); Steven W. Stewart, Tualatin,

OR (US)

Correspondence Address:

DIGIMARC CORPORATION
19801 SW 72ND AVENUE
SUITE 100

TUALATIN, OR 97062 (US)

(21) Appl. No.: 10/371,995

(22) Filed: Feb. 20, 2003

Related U.S. Application Data

(63) Continuation-in-part of application No. 10/002,954,

filed on Oct. 23, 2001, which is a continuation-in-part

of application No. 09/800,093, filed on Mar. 5, 2001.

(60) Provisional application No. 60/359,041, filed on Feb.

20, 2002. Provisional application No. 60/284,163,

filed on Apr. 16, 2001. Provisional application No.

60/284,776, filed on Apr. 18, 2001.

Publication Classification

(51) Int. CI.
7 G06K 9/00

(52) U.S.CI 382/100

(57) ABSTRACT

Digital watermarking technology is used to convey location

data for images or objects depicted in video. A digital

watermark may associate geovector information with the

video or object and areas depicted in the video. A geovector

may include location coordinates such as longitude, latitude,

altitude, etc. In one implementation, geovector information

is embedded within a video frame so as to correspond with

an area depicted in the video frame's center or off-center

location. In a second implementation, a geovector includes

an identifier or indexing protocol for use in a video man-
agement system.

Obtain

Geovector

or Pointer

Embed
Geovector

or Pointer

in

Photograph
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geospatial or geography information and services standards

are formalized and/or updated, the geovector can be format-

ted to include the reference locators described in that stan-

dard. Similarly, instead of a geovector, geo-coordinates or

other location information can be provided via a watermark

or watermark index. The term "geovector" is sometimes

broadly used herein to encompass these alternatives).

[0115] There are many embodiments discussed herein

which may benefit from the inclusion of two different

watermarks. For example, a first watermark may include

information regarding (or pointing to) geovector informa-

tion, while a second watermark includes a database identifier

or location. The second watermark may alternatively include

(or point toward) information pertaining to events, people or

animals identified in the photograph, occasions, groups,

institutions, copyright ownership, etc. Or the embodiment

may include both a robust geovector watermark and a

copy-tamper fragile watermark.

[0116] While particular reference was made to Digital

Elevation Models and albedo maps, the same principles are

likewise applicable to other forms of maps, e.g., vegetative,

population, area, thermal, etc., etc.

[0117] While one of the illustrated embodiments corre-

lated incoming imagery with a projective image based on the

master DEM/map, in other embodiments a reference other

than the master DEM/map may be used. For example, a

projection based just on part of the historical data from
which the DEM/map was compiled can be used (e.g., one or

more component data sets that are regarded as having the

highest accuracy, such as based directly on ground truths).

[0118] Although not belabored, 1 artisans will understand

that the systems described above can be implemented using

a variety of hardware and software systems. One embodi-
ment employs a computer or workstation with a large disk

library, and capable database software (such as is available

from Microsoft, Oracle, etc.). The registration, watermark-

ing, and other operations can be performed in accordance

with software instructions stored in the disk library or on
other storage media, and executed by a processor in the

computer as needed. (Alternatively, dedicated hardware, or

programmable logic circuits, can be employed for such

operations).

[0119] Certain of the techniques detailed above find far

application beyond the context in which they are illustrated.

For example, equipping an imaging instrument with an

optical shutter that imparts a watermark to an image finds

application in digital cinema (e.g., in watermarking a the-

atrical movie with information indicating the theatre *s geo-

location, date, time, and/or auditorium location for a given

screening).

[0120] The various section headings in this application arc

provided for the reader's convenience and provide no sub-

stantive limitations. The features found in one section may
be readily combined with those features in another section.

[0121] In view of the wide variety of embodiments to

which the principles and features discussed above can be

applied, it should be apparent that the detailed embodiments
are illustrative only and should not be taken as limiting the

scope of the invention. Rather, we claim as our invention all

such modifications as may come within the scope and spirit

of the following claims and equivalents thereof.

What is claimed is:

1. A method of digitally watermarking location data

within video captured from an aerial platform comprising

the steps of:

providing a geovector corresponding to a location

depicted in at least one frame of the video; and

digitally watermarking the geovector in the at least one
frame.

2. The method according to claim 1, wherein the geovec-

tor comprises at least longitude and latitude coordinates.

3. The method according to claim 2, wherein the aerial

platform includes at least one of a satellite, helicopter,

unmanned aircraft and aircraft.

4. The method of claim 3, wherein the geovector further

comprises at least the altitude of the aerial platform.

5. The method of claim 2, wherein the geovector further

comprises at least one of altitude, lime, cardinal direction,

azimuth and sensory characteristics.

6. The method according to claim 1, wherein the geovec-

tor comprises a pointer.

7. The method according to claim 6, further comprising

the steps of storing geovector information in a database and

accessing the geovector information via the pointer, wherein

the geovector information comprises at least one of longi-

tude, latitude, altitude, time cardinal direction, azimuth and

sensory characteristics.

8. The method according to claim 4, wherein the geovec-

tor is obtained from a GPS receiver.

9. The method of claim 4, wherein the digital watermark
is embedded in real-time with respect to capture of the at

least one video frame.

10. A method to identify video, the video comprising

video frames captured from an aerial platform, the aerial

platform including at least one of a satellite, helicopter,

unmanned aircraft, space shuttle and aircraft, an improve-

ment comprising steganographically embedding data in the

video, the data comprising first location data corresponding

to at least a first location depicted in the video and second

location data corresponding to at least a second location

depicted in the video, the first location data differing from
the second location data.

11. The method of claim 10, wherein the first location data

and the second location data each comprise at least longitude

and latitude coordinates.

12. The method of claim 11, wherein the first location data

and the second location data each further comprise time data

and at least one of altitude of the aerial platform at video

capture and video capture angle.

13. The method of claim 10, wherein the first location data

and the second location data respectively correspond to at

least one of a first location of the aerial platform and a first

aerial platform viewing perspective, and a second location of

the aerial platform and a second aerial platform viewing

perspective.

14. A method of steganographically marking video cap-

tured from an aerial platform, the video comprising at least

a first video frame and a second video frame, the first video

frame depicting a first terrestrial area having a first geo-

location and the second video frame depicting a second

terrestrial area having a second geo-location, said method
comprises the steps of:

7/26/2006, EAST Version: 2.0.3.0
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providing a first steganographic signal in the first video

frame, the first steganographic signal comprising first

location data corresponding to at least the first geo-

location; and

providing a second steganographic signal in the second

video frame, the second steganographic signal com-
prising at least a representation of a difference between

the first geo-location and the second geo-location.

15. The method of claim 14, wherein the representation

comprises a pointer to a data record including a difference

between the first geo-location and the second geo-location.

16. The method of claim 14, wherein the steganographi-

cally marking comprises digital watermarking.

17. A method of digitally watermarking video comprising

the steps of:

digitally watermarking a first area in a first video frame to

include a first payload associated with at least a ground

coordinate of the first area; and

digitally watermarking a second area in a second video

frame to include a second payload that represents a

difference between a ground coordinate of the second
area and the first area ground coordinate.

18. The method of claim 17, wherein the first area and

second areas are located in the same spatial frame position

with respect to one another.

19. A method of digitally watermarking a video sequence

comprising the steps of:

inserting a first digital watermark identifier at a first

location within the video sequence, the first digital

watermark identifier signaling that the first location

corresponds with a predetermined geographical loca-

tion; and

inserting a plurality of digital watermark identifiers

throughout the video sequence, wherein each of the

plurality of digital watermark identifiers represents a

change in geographical coordinates with respect to the

first location.

20. The method of claim 19, wherein the change com-
prises a predetermined geographic distance.

*****
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...network server for each software product to be updated and, where
appropriate, for each different country or locale in which that product
will be installed. At a scheduled time , the client computer
automatically, through an executing updating application: establishes a
network connection to the server; constructs a file name for a file
containing an appropriate update script; and then downloads that file from
the server. The script...

...is to occur through a web site or through the script, and if the latter,
listings of operating system (0/S) specific and O/S-independent product

update files. For a...
Claims
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...through a network server, comprising the steps of, in a client
computer: (A) determining a country or a locale within which the client
computer is situated and, in response thereto, constructing a file name
for a file containing an update script for use in the country or the
locale; (B) issuing a request to the network server to download the file...

...O/S-independent sections : (C2a) if the O/S-independent section specifies
a first update file name , extracting a first group of update file
names from the O/S-independent section, the first group having at least
one associated update file name ; and(C2b) if the O/S-specific section
of the script corresponds to the 0/S executing on the client computer and
specifies a second update file name , extracting a second group of
update file names from the O/S-independent section, the second group
having at least one associated update file name ; and(C3) requesting a
download to the client computer of update files from the network server
corresponding to the first and second groups of update file names , to
the extent at least one of the first and second groups of file names
are specified in the O/S-independent and O/S-specific sections.
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[57] ABSTRACT

A technique for automatically updating software, including

but not limited to application programs, residing on, e.g., a

client computer. Specifically, an update script is stored on a

network server for each software product to be updated and,

where appropriate, for each different country or locale in

which that product will be installed. At a scheduled time, the

client computer automatically, through an executing updat-

ing application: establishes a network connection to the

server; constructs a file name for a file containing an

appropriate update script; and then downloads that file from
the server. The script contains appropriate update
information, including whether the update is to occur
through a web site or through the script, and if the latter,

. listings of operating system (O/S) specific and O/S-
independent product update files. For a script-based update,

the updating application downloads those update files, as

specified by the script, corresponding to the executing O/S
and then, in a sequence specified in the script, executes

various files therein to complete the update. Once the update

successfully concludes, the updating application appropri-

ately updates the locally stored version number of the

installed software and schedules the next update accord-

ingly.

33 Claims, 18 Drawing Sheets
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update site is to be made through a LAN, specifically a

TCP/IP connection, or through a dial-up connection, with for

the latter the user specifying a phone book entry (containing

a telephone number to dial for a remote network access port)

and a name to be used for that connection. Lastly, through

"general" screen display 1470, the user can indicate, for a

selected product, whether (s)he is to confirm all updates (or

not), specify a user name and password, where provided by

the update site owner, for the update site for that product

and, where appropriate, an update site address for that

product (the user name, password and product site would

override the defaults stored in the registry) so as to install,

on a one-time basis, e.g., a "beta" release of that product

from a different site than a default update site. Generally, a

user name, password and product site address are not entered

in screen display 1470 such that updating application 500

will utilize the defaults, stored in the registry, for the selected

product. However, the update site address would revert back

to a registered (default) address whenever the user de-selects

10

15

word processor or text editor on that file to properly display

the information contained in the file to the user. Such a

non-executable file can also be a stored profile, which
provides configuration and/or other operational settings, for

use with a particular product installed in networked client

PCs. In this manner, a network administrator of, e.g., an

enterprise-wide network, can store a common profile for a

product—whether it is hardware or software (and whether it

is updateable or not), and, through use of our present

invention, propagate that profile and install it on each
networked client PC that contains that product, hence auto-

matically permitting the product to be uniformly configured

on each such client. This, in turn, facilitates network-wide
consistency and yields reduced network-wide support costs.

Furthermore, though we have described our invention in

conjunction primarily with the Windows operating systems,

the teachings of the invention are applicable for use with

nearly any other embedded hardware device capable of

network communication or client operating system, such as,

e.g., UNIX or Solaris operating systems ("UNIX" and

30

product site and user name boxes shown in screen display 20 "Solaris" being registered trademarks of UNIX Systems
Laboratories and Sun Microsystems, Inc., respectively), that

can support a network connection between the client and a

server and undertake file transfer operations therebetween.

Although a single embodiment, along with various modi-
fications and extensions thereof, which incorporates the

teachings of our present invention has been shown and

described in detail herein, those skilled in the art can readily

devise many other embodiments and variants thereof that

still utilize these teachings.

We claim:

1. A method for updating software in a client-server

environment through a network server, comprising the steps

of, in a client computer:

(A) determining a country or a locale within which the

client computer is situated and, in response thereto,

constructing a file name for a file containing an update

script for use in the country or the locale;

(B) issuing a request to the network server to download
the file containing the update script to the client com-
puter; and

(C) processing the script on the client computer so as to

complete an update of the software, wherein the pro-

cessing step comprises the steps of:

(CI) determining an operating system (O/S) then

executing on the client computer; and

(C2) wherein the update script comprises at least one of

O/S-specific and O/S-independent sections:

(C2a) if the O/S-independent section specifies a first

update file name, extracting a first group of update

file names from the O/S-independent section, the

first group having at least one associated update

file name; and

(C2b) if the O/S-specific section of the script corre-

sponds to the O/S executing on the client com-
puter and specifies a second update file name,
extracting a second group of update file names
from the O/S-independent section, the second

group having at least one associated update file

name; and

(C3) requesting a download to the client computer of

update files from the network server corresponding

to the first and second groups of update file names,

to the extent at least one of the first and second

groups of file names are specified in the O/S-

independent and O/S-specific sections.

2. The method in claim 1 wherein the software is installed

on the client computer, on a device connected to the client

1470.

Though we discussed our invention in the context of

updating firmware stored in a telecommunications device

(specifically a terminal adapter) used with a client PC, by

now any one skilled in the art will clearly realize that our

present invention can be used to update software for any

device used with a client PC, regardless of the purpose of

that device, provided the software appropriately registers

itself with the client PC for updating through our inventive

technique either while that software is being installed or,

upon user command, thereafter.

In addition, though we have discussed our invention in the

context of using the same site for custom web and script-

based (FTP) updates of a product, these sites can be differ-

ent. To accommodate this, appropriate data can be added to

the update script to specify a different custom web update

site, rather than a default URL stored in the registry during

product registration. In this instance, the update script Ini

processor would transfer the web site URL in the script to

the browser in lieu of the default FTP site specified in the

registry. Hence, the manufacturer or network administrator

(whichever entity owns the update script) can easily change

the custom web update site, as needed, without effecting

changes in any client registry.

Moreover, our present invention is not limited to updating

software that resides on a client PC itself. In that regard, the

invention can be used to update software residing anywhere

in a network provided a client PC, which is executing the

updating application (specifically application 500), can

access the software that is to be updated. Hence, the present

invention is applicable to updating not only software asso-

ciated with devices connected to the client PC but also

software associated with network-connected devices to

which the client has access.

Though we have described our invention for updating

executable software, such as drivers, firmware, application

programs, device configurations and O/S components, our

invention can also be used to download and disseminate

non-executable files, which are not necessarily update files,

from an update site to client PCs. Such non-executable files

can contain user information pertinent to an installed

product, such as, e.g., new product information, help

information, and/or user notifications from a product manu-
facturer. In that regard, a non-executable information file can

be automatically downloaded with an instruction in the

script to then ask the user whether (s)he wants to then view
the file. If so, an instruction in the script can launch a local

40
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computer wherein the client computer has access to the

software, or on any device to which the client computer can

establish a network connection and wherein the client com-
puter has access to the software.

3. The method in claim 2 further comprising the step of 5

issuing, in the event no country or locale specific update file

can be found on the server, a request to the server to

download a predefined update file, to the client computer,

containing a default update script.

4. The method in claim 1 where the first and second

groups of update file names comprise first and second

groups of names of "copy" files, respectively, and first and

second groups of names of "run" files, respectively, wherein

the processing step further comprises the steps of:

copying each of the update files in the first and second

groups of "copy" files from the network server into
15

local storage on the client computer so as to form

transferred "copy" files;

copying each of the update files in the first and second

groups of "run" files from the network server into the

local storage so as to form transferred "run" files; and 20

executing, from local storage, each of the transferred

"run" files, in the order each of said "run" files was
transferred from the network server to the client

computer, so as to install the update, the update being

collectively implemented by the transferred "copy" 25

files and the transferred "run" files.

5. The method in claim 4 further comprising the* step of

storing each of the transferred "copy" files and each of the

transferred "run" files into an associated destination

directory, in the local storage, as specified in the update 30

script.

6. The method in claim 5 wherein the software is an

application program, firmware, device driver, device

configuration, operating system or any component thereof.

7. The method on claim 5 wherein the update comprises 35

a non-executable file to be transferred to the client computer,

wherein the non-executable file comprises information, help

or profile data.

8. The method in claim 7 further comprising the step of

displaying the non-executable file, once transferred, to a user 40

at the client computer.

9. A computer readable medium having computer execut-

able instructions stored therein for performing the steps of

claim 1.

10. A method for updating software in a client-server 45

environment through a network server, comprising the steps

of:

in a client computer
(A) determining a country or a locale within which the

client computer is situated and, in response thereto,

constructing a file name for a file containing an

update script for use in the country or the locale;

(B) issuing a request to the network server to download

the file containing the update script to the client

computer; and

(C) processing the script on the client computer so as to

complete an update of the software, wherein the

processing step comprises the steps of:

(CI) determining an operating system (O/S) then

executing on the client computer; and

(C2) wherein the update script comprises at least one

of O/S -specific and O/S-indcpendent sections:

(C2a) if the O/S-independent section specifies a

first update file name, extracting a first group

of update file names from the O/S-independent

section, the first group having at least one

associated update file name; and

34
(C2b) if the O/S-specific section of the script

corresponds to the O/S executing on the client

computer and specifics a second update file

name, extracting a second group of update file

names from the O/S-independent section, the

second group having at least one associated

update file name; and

(C3) requesting a download to the client computer of

update files from the network server correspond-

ing to the first and second groups of update file

names, to the extent at least one of the first and
second groups of file names are specified in the

O/S-independent and O/S-specific sections; and

in the network server:

(D) downloading, in response to the request, the file

containing the update script to the client computer.

11. The method in claim 1 wherein the software is

installed on the client computer, on a device connected to the

client computer wherein the client computer has access to

the software, or on any device to which the client computer

can establish a network connection and wherein the client

computer has access to the software.

12. The method in claim 11 further comprising the step of:

in the client computer, issuing, in the event no country or

locale specific update file can be found on the server, a

request to the server to download a predefined update

file, to the client computer, containing a default update

script; and

in the network server, downloading, in response to the

predefined update file download request, the predefined

update file to the client computer.

13. The method in claim 1 where the first and second

groups of update file names comprise first and second

groups of names of "copy" files, respectively, and first and

second groups of names of "run" files, respectively, wherein

the processing step further comprises the steps of, in the

client computer:

copying each of the update files in the first and second

groups of "copy" files from the network server into

local storage on the client computer so as to form

transferred "copy" files;

copying each of the update files in the first and second

groups of "run" files from the network server into the

.local storage so as to form transferred "run" files; and

executing, from local storage, each of the transferred

"run" files, in the order each of said "run" files was
transferred from the network server to the client

computer, so as to install the update, the update being

collectively implemented by the transferred "copy"

files and the transferred "run" files.

14. The method in claim 13 further comprising the step of,

in the client computer, storing each of the transferred "copy"

files and each of the transferred "run" files into an associated

destination directory, in the local storage, as specified in the

55 update script.

15. The method in claim 14 wherein the software is an

application program, firmware, device driver, device

configuration, operating system or any component thereof.

16. The method on claim 14 wherein the update comprises

60 a non-executable file to be transferred to the client computer,

wherein the non-executable file comprises information, help

or profile data.

17. The method in claim 16 further comprising the step of,

in the client computer, displaying the non-executable file,

65 once transferred, to a user at the client computer.

18. Apparatus for updating software in a client-server

environment through a network server, comprising:

7/27/2006, EAST Version: 2.0.3.0
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a client computer having

a processor; and

a memory, connected to the processor, having computer

executable instructions stored therein; and

wherein, in response to the stored instructions, the pro-

cessor:

(A) determines a country or a locale within which the

client computer is situated and, in response thereto,

constructing a file name for a file containing an

update script for use in the country or the locale;

(B) issues a request to the network server to download
the file containing the update script to the client

computer; and

(C) processes the script on the client computer so as to

complete an update of the software through which
the processor:

(CI) determines an operating system (O/S) then

executing on the client computer; and

(C2) wherein the update script comprises at least one
of O/S-specific and O/S-independent sections:

(C2a) if the O/S-independent section specifies a

first update file name, extracts a first group of

update file names from the O/S-independent

section, the first group having at least one
associated update file name; and

(C2b) if the O/S-specific section of the script

corresponds to the O/S executing on the client

computer and specifies a second update file

name, extracts a second group of update file

names from the O/S-independent section, the

second group having at least one associated

update file name; and

(C3) requests a download to the client computer of

update files from the network server correspond-

ing to the first and second groups of update file

names, to the extent at least one of the first and

second groups of file names are specified in the

O/S-independent and O/S-specific sections.

19. The apparatus in claim 18 wherein the software is

installed on the client computer, on a device connected to the

client computer wherein the client computer has access to

the software, or on any device to which the client computer

can establish a network connection and wherein the client

computer has access to the software.

20. The apparatus in claim 19 wherein the processor, in

response to the stored instructions, issues, in the event no
country or locale specific update file can be found on the

server, a request to the server to download a predefined

update file, to the client computer, containing a default

update script.

21. The apparatus in claim 18 where the first and second

groups of update file names comprise first and second

groups of names of "copy" files, respectively, and first and
second groups of names of "run" files, respectively, wherein

the processor, in response to the stored instructions:

copies each of the update files in the first and second

groups of "copy" files from the network server into

local storage on the client computer so as to form

transferred "copy" files;

copies each of the update files in the first and second

groups of "run" files from the network server into the

local storage so as to form transferred "run" files; and

executes, from local storage, each of the transferred "run"

files, in the order each of said "run" files was trans-

ferred from the network server to the client computer,

so as to install the update, the update being collectively

implemented by the transferred "copy" files and the

transferred "run" files.
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22. The apparatus in claim 21 further wherein the

processor, in response to the stored instructions, stores each
of the transferred "copy" files and each of the transferred

"run" files into an associated destination directory, in the

local storage, as specified in the update script.

23. The apparatus in claim 22 wherein the software is an

application program, firmware, device driver, device
configuration, operating system or any component thereof.

24. The apparatus on claim 22 wherein the update com-
prises a non-executable file to be transferred to the client

computer, wherein the non-executable file comprises
information, help or profile data.

25. The apparatus in claim 24 wherein the processor, in

response to the stored instructions, displays the non-

executable file, once transferred, to a user at the client

computer.

26. Apparatus for updating software in a client-server

environment through a network server, comprising:

a client computer having a processor; and

a memory, connected to the processor, having computer

executable instructions stored therein; and

wherein, in response to the stored instructions, the pro-

cessor:

(A) determines a country or a locale within which the

client computer is situated and, in response thereto,

constructing a file name for a file containing an

update script for use in the country or the locale;

(B) issues a request to the network server to download

the file containing the update script to the client

computer; and

(C) processes the script on the client computer so as to

complete an update of the software through which

the processor:

(CI) determines an operating system (O/S) then

executing on the client computer; and

(C2) wherein the update script comprises at least one
of O/S-specific and O/S-independent sections:

(C2a) if the O/S-independent section specifies a

first update file name, extracts a first group of

update file names from the O/S-independent

section, the first group having at least one

associated update file name; and

(C2b) if the O/S-specific section of the script

corresponds to the O/S executing on the client

computer and specifies a second update file

name, extracts a second group of update file

names from the O/S-independent section, the

second group having at least one associated

update file name; and

(C3) requests a download to the client computer of

update files from the network server correspond-

ing to the first and second groups of update file

names, to the extent at least one of the first and

second groups of file names are specified in the

O/S-independent and O/S-specific sections; and

the network server which:

(D) downloads, in response to the request, the file

containing the update script to the client computer.

27. The apparatus in claim 26 wherein the software is

installed on the client computer, on a device connected to the

client computer wherein the client computer has access to

the software, or on any device to which the client computer
can establish a network connection and wherein the client

computer has access to the software.

28. The apparatus in claim 27 wherein

the processor, in response to the stored instructions issues,

in the event no country or locale specific update file can

7/27/2006, EAST Version: 2.0.3.0



6,167,567

37 38
be found on the server, a request to the server to so as to install the update, the update being collectively

download a predefined update file, to the client implemented by the transferred "copy" files and the

computer, containing a default update script; and transferred "run" files.

the network server downloads, in response to the pre- 30. The apparatus in claim 29 wherein the processor in

defined update file download request, the predefined 5 response to the stored instructions, stores each of the trans-

update file to the client computer. ferred "copy" files and each of the transferred "run" files into

29. The apparatus in claim 26 where the first and second an associated destination directory, in the local storage, as
groups of update file names comprise first and second specified in the update script.

groups of names of "copy" files, respectively, and first and 31 The apparaius in claim 30 wherein the software is an
secondgroupsofnamesof"run"files,respectively,wherein *

applicatioD program
,

firmware , device driver, device
the processor, id response to the stored instructions: configuration, operating system or any component thereof,

copies each of the update files in the first and second 32. The apparatus on claim 30 wherein the update corn-
groups of "copy" files from the network server into prises a non-executable file to be transferred to the client
local storage on the client computer so as to form computer, wherein the non-executable file comprises
transferred "copy" files;

information, help or profile data,

copies each of the update files in the first and second 33. The apparatus in claim 32 wherein the processor, in

groups of "run" files from the network server into the response to the stored instructions, displays the non-
local storage so as to form transferred "run" files; and executable file, once transferred, to a user at the client

executes, from local storage, each of the transferred run 20 computer,

files, in the order each of said "run" files was trans-

ferred from the network server to the client computer, *****
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conditions, (d) copyright date , (e) whether adult content is depicted,
etc., etc. Or a magazine advertisement may contain an...
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...A watermark embedded in a content (e.g., a printed document, digital
audio, etc.) includes data that associates...

...a) the owner's name; (b) contact information; (c) license terms and
conditions, (d) copyright date , (e) whether adult content is depicted,
etc., etc. Or a magazine advertisement may contain an...

...several back-and-forth exchanges between the decoding device and the
database. To speed response time , it is desirable that this traffic be
exchanged with a database that is located close...
Claims

:

...optical sensor; discerning from optical sensor data an identifier
associated with the object ; transferring the identifier to an indexing
system; anddetermining from the indexing system an internet address
corresponding to said object; an...

...to user locationat said master system, identifying an indexing system
close to the user; and transferring said identifier to said identified
indexing system. .

.

...object to an optical sensor ; discerning from optical sensor data an
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an indexing system close to the user from plural different indexing
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(57) ABSTRACT

A watermark embedded in a content (e.g., a printed docu-

ment, digital audio, etc.) includes data that associates the

content with a remote store of related data. For example, an

image watermark may contain an index value that identifies

a database record specifying (a) the owner's name; (b)

contact information; (c) license terms and conditions, (d)

copyright date, (e) whether adult content is depicted, etc.,

etc. Or a magazine advertisement may contain an index

value that identifies a database record specifying a related

URL. Sometimes there are several back-and-forth

exchanges between the decoding device and the database. To
speed response time, it is desirable that this traffic be

exchanged with a database that is located close—in network

proximity—to the device that decodes the watermark. In one
embodiment this is accomplished by first querying a master

database with the zip code, or other identifier, of the decod-

ing device. The first database then responds by identifying a

second, nearby database with which further traffic should be
exchanged.
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[0016] The "master" router matches the country or postal

code to the appropriate Digimarc MediaBridge Grand Cen-

tral router—the one closest to the user and sends that reply

back to the reader/detector application.

[0017] The reader/detector application now uses this sup-

plied closest Digimarc MediaBridge Grand Central router

for all future communications required to perform its ID to

action association functions.

[0018] A simple 'hop* map currently might look like

this

[0019] originating user in Glenmoore, Pa. 19343.

Digimarc MediaBridge Grand Central router located

in Tulsa, Okla.

[0020] Glenmoore to Paoli, Pa. (ISP dial in con-

nection point)

[0021] to Philadelphia, Pa. (Internet "hub")

[0022] to Dallas, Tex. (Internet "hub")

[0023] to Tulsa, Okla. (Internet "hub")

[0024] to Digimarc Offices in Tulsa, Okla.

[0025] With a second Digimarc MediaBridge Grand
Central router located in Philadelphia, the 'hop* map
looks like

[0026] Glenmoore to Paoli, Pa. (ISP dial in con-

nection point)

[0027] to Philadelphia, Pa. (Internet "hub")

[0028] to Philadelphia Digimarc MediaBridge

Grand Central router

[0029] If the second Digimarc MediaBridge Grand

Central router is located in New York, N.Y., the 'hop*

map looks like

[0030] Glenmoore to Paoli, Pa. (ISP dial in con-

nection point)

[0031] to Philadelphia, Pa. (Internet "hub")

[0032] to NY, N.Y. (Internet "hub")

[0033] to NY Digimarc MediaBridge Grand Cen-

tral router

[0034] Application Sen No. 09/571,422 also disclosed

methods for handling watermark-based requests from client

applications based, e.g., on the watermark's "type" and

"number."

[0035] In an enhanced system, the client application can

specify a router/product handler, allowing the Back Office

facility to better load balance versus the associated water-

mark registry database. The client application can do this by
appending a router name/number to the basic URL it now
uses to communicate with the Back Office. Each of these

"type-specific" Back Office router/product handlers can be

responsible for servicing a specific, smaller portion of the

entire registry database, speeding up their performance and
keeping the consumer's perceived response time short.

[0036] This enhancement can be in addition to the "geo-

graphic routing" feature detailed above.

[0037] To provide a comprehensive disclosure without

unduly lengthening this specification, the patents and appli-

cations cited in this specification are incorporated herein by

references.

[0038] Having described and illustrated the subject tech-

nologies with reference to illustrative embodiments, it

should be recognized that the invention is not so limited. For

example, while the illustrative embodiment employed digi-

tal watermarking technology, the same principles can be

applied in other contexts, such as bar code-based systems.

Systems for linking to computer resources based on bar code
indicia are shown, e.g., in U.S. Pat. Nos. 6,314,457, 6,154,

738, 6,108,656, and 5,913,210.

[0039] The implementation of the functionality described

above (including watermark decoding) is straightforward to

artisans in the field, and thus not further belabored here.

Conventionally, such technology is implemented by suitable

software, stored in long term memory (e.g., disk, ROM,
etc.), and transferred to temporary memory (e.g., RAM) for

execution on an associated CPU. In other implementations,

the functionality can be achieved by dedicated hardware, or

by a combination of hardware and software. Reprogram-
mable logic, including FPGAs, can advantageously be

employed in certain implementations.

[0040] It should be recognized that the particular combi-

nations of elements and features in the detailed embodi-
ments are exemplary only; the interchanging and substitu-

tion of these teachings with other teachings in this and the

incorporated-by-reference patents/applications are also con-

templated.

[0041] In view of. the wide variety of embodiments to

which the principles and features discussed above can be

applied, it should be apparent that the detailed embodiments
are illustrative only and should not be taken as limiting the

scope of the invention. Rather, I claim as my invention all

such modifications as may come within the scope and spirit

of the following claims and equivalents thereof.

I claim:

1. In a method that includes:

presenting a physical object to an optical sensor;

discerning from optical sensor data an identifier associ-

ated with the object;

transferring the identifier to an indexing system; and

determining from the indexing system an internet address

corresponding to said object;

an improvement comprising:

sending user data to a master system, the user data

providing information related to user location

at said master system, identifying an indexing system
close to the user; and

transferring said identifier to said identified indexing

system.
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(57) ABSTRACT

A watermark embedded in a content (e.g., a printed docu-

ment, digital audio, etc.) includes data that associates the

content with a remote store of related data. For example, an

image watermark may contain an index value that identifies

a database record specifying (a) the owner's name; (b)

contact information; (c) license terms and conditions, (d)

copyright date, (e) whether adult content is depicted, etc.,

etc. Or a magazine advertisement may contain an index

value that identifies a database record specifying a related

URL. Sometimes there are several back-and-forth

exchanges between the decoding device and the database. To
speed response time, it is desirable that this traffic be

exchanged with a database that is located close—in network

proximity—to the device that decodes the watermark. In one

embodiment this is accomplished by first querying a master

database with the zip code, or other identifier, of the decod-

ing device. The first database then responds by identifying a

second, nearby database with which further traffic should be

exchanged. -

7 Claims, No Drawings
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3
A simple 'hop' map currently might look like this

originating user in Glenmoore, Pa. 19343. Digimarc

MediaBridge Grand Central router located in Tulsa,

Okla.

Glenmoore to Paoli, Pa. (ISP dial in connection point) 5

to Philadelphia, Pa. (Internet "hub")

to Dallas, Tex. (Internet "hub")

to T\ilsa, Okla. (Internet "hub")

to Digimarc Offices in Tulsa, Okla.

With a second Digimarc MediaBridge Grand Central 10

router located in Philadelphia, the 'hop* map looks like

Glenmoore to Paoli, Pa. (ISP dial in connection point)

to Philadelphia, Pa. (Internet "hub")

to Philadelphia Digimarc MediaBridge Grand Central

router 15

If the second Digimarc MediaBridge Grand Central router

is located in New York, N.Y., the 'hop' map looks like

Glenmoore to Paoli, Pa. (ISP dial in connection point)

to Philadelphia, Pa. (Internet "hub")

to New York, N.Y. (Internet "hub") 20

to NY Digimarc MediaBridge Grand Central router

Application Ser. No. 09/571,422 also disclosed methods
for handling watermark-based requests from client applica-

tions based, e.g., on the watermark's "type" and "number."

In an enhanced system, the client application can specify 25

a router/product handler, allowing the Back Office facility to

better load balance versus the associated watermark registry

database. The client application can do this by appending a

router name/number to the basic URL it now uses to

communicate with the Back Office. Each of these "type- 30

specific" Back Office router/product handlers can be respon-

sible for servicing a specific, smaller portion of the entire

registry database, speeding up their performance and keep-

ing the consumer's perceived response time short.

This enhancement can be in addition to the "geographic 35

routing" feature detailed above.

To provide a comprehensive disclosure without unduly

lengthening this specification, the patents and applications

cited in this specification are incorporated herein by refer-

ences. 40

Having described and illustrated the subject technologies

with reference to illustrative embodiments, it should be

recognized that the invention is not so limited. For example,

while the illustrative embodiment employed digital water-

marking technology, the same principles can be applied in 45

other contexts, such as bar code-based systems. Systems for

linking to computer resources based on bar code indicia are

shown, e.g., in U.S. Pat. Nos. 6,314,457, 6,154,738, 6,108,

656, and 5,913,210.

The implementation of the functionality described above 50

(including watermark decoding) is straightforward to arti-

sans in the field, and thus not further belabored here.

Conventionally, such technology is implemented by suitable

software, stored in long term memory (e.g., disk, ROM,
etc.), and transferred to temporary memory (e.g., RAM) for 55

execution on an associated CPU. In other implementations,

the functionality can be achieved by dedicated hardware, or

by a combination of hardware and software. Reprogram-
mable logic, including FPGAs, can advantageously be

employed in certain implementations.

,683 B2

4
It should be recognized that the particular combinations of

elements and features in the detailed embodiments are

exemplary only; the interchanging and substitution of these

teachings with other teachings in this and the incorporated-

by-reference patents/applications are also contemplated.

In view of the wide variety of embodiments to which the

principles and features discussed above can be applied, it

should be apparent that the detailed embodiments are illus-

trative only and should not be taken as limiting the scope of

the invention. Rather, I claim as my invention all such
modifications as may come within the scope and spirit of the

following claims and equivalents thereof.

I claim:

1. In a method that includes:

presenting a physical object to an optical sensor;

discerning from optical sensor data an identifier associ-

ated with the object;

transferring the identifier to an indexing system; and

determining from the indexing system an internet address

corresponding to said object;

an improvement comprising:

sending user data to a master system, the user data

providing information related to user location

at said master system, identifying an indexing system

close to the user from plural different indexing systems;

and

transferring said identifier to said identified indexing

system.

2. The method of claim 1 wherein the user data comprises

a postal code.

3. The method of claim 1 wherein the user data comprises

a country identifier.

4. The method of claim 1 wherein the user data also

comprises object type data, and said identifying comprises

identifying the indexing system as a function of both the user

location and the object type data.

5. The method of claim 1 wherein said physical object

comprises a printed substrate.

6. A routing method for use by a router in an object-to-

web linking system, comprising:

receiving an object identifier sent from a client device,

said identifier corresponding to a physical object pre-

sented to said client device;

receiving a location identifier sent from a client device

and identifying a location of said device;

by reference to at least said location identifier, determin-

ing an address of an object-related database system

remote from said router, from several possible such

database systems; and

transferring said object identifier to said determined data-

base system.

7. The method of claim 6 that further includes:

receiving an object type identifier from the client device;

and

determining said address by reference to at least said

location data and said object type identifier.

*****
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(57) ABSTRACT

A software and hardware architecture operating across a

local or wide area network providing an integral spatial

location context. Such spatial location contexts form the

foundation for location-enabled systems and transactions by
integrating an extensible plurality of spatial and time refer-

ence systems and encodings; an accurate and precise meta-

data model; persistent identification; and a flexible digital

security model. This application also teaches the use of such

location-enabled systems and transactions to create methods
and systems for automation, transaction processing, integra-

tion, and exchange of spatially relevant information over a

communications network like the Internet.
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151.200.100.4 38.4983 77.0875 Feb 12 2000 3:14AM
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Local or
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00401 2234 1001 L image/png 200x300 39.91 -77.3 39.99 -77.4 /ad/local/innage^403A694)rig

004Q2 101 1000
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Lat1 Lat2 Lon1 Lon2 Type TimeContext ItemID DeviceID or Location

3277754 33.12455 -77.1242 -77.2275 Audio /q/audioq/A5F339 151.22.122.40:7900

32.12421 33:14241 -77.1242 -77.2275 Control 1 600-0500 ,M-F q/cntrlq/87ACEF 06:43:53:09:04

Figure 7

7/27/2006, EAST Version: 2.0.3.0



Patent Application Publication May 9, 2002 Sheet 8 of 15 US 2002/0055924 Al

SERVICEID LATITUDE LONGITUDE CLASS SUBCLASS TIMECONSTRAINT SERVICEPROVIDERID

123456789 38 92319 -77.222517 1.3.4.5.7 5.7 0 114* mon-wed 1000

123456790 38.91606 -77.237926 1.3.4.5.100 8.4 106*** 1000

123456791 38.90663 -77.229219 1000 45 0 72 * * *
1.3.100.2

123456792 38.85912 -77.224644 2000 55 O 23-7/2,8 * * *
1.3.10O.3
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7/27/2006, EAST Version: 2.0.3.0



US 2002/0055924 Al
18

May 9, 2002

<html>

<body>

<tabte>

<tr>

<th>street</th>

<th>city</th>

<th>state</th>

<lr>

<td>1234 Albemarle Street<ftd>

<td>Alexandria<</th>

<td>VA<tfh>

<tr>

<Jtab\c>

</body>

</html>

[0223] From which it can be seen that the tags do not

describe the content, but merely there position in a table,

thus making it hard to rely on such a method for the accurate

determination of the content and thus ability to make use of

it in a sophisticated, automated fashion.

[0224] In a spatial scenario even basic XML could be used

to begin to describe spatially relevant information such as

with:

<spatialObject>

<objectType>

machine

<objcctType>

<spatialCoordinates method=latlon>

<latitude>39.354</latitude>

<longitudo-77.50</longitude>

</spatiaICoordiales>

</spatiaIObject>

[0225] In this case, a system could easily extract important

information about the listed object, such as its location. In

practice this is not a great design. However it is used here for

general illustrative purpose.

[0226] It is an aspect of preferred embodiment to incor-

porate such mechanisms, such as the definition of a spa-

tialXML, and/or a geobookmarkXML to increase the cross

functional, cross system use and automation of systems

designed for, or with a need to make use of spatial infor-

mation.

[0227] Accurate time keeping and time systems are an

integral part of systems that determine and use spatial

location. In a pure technical sense, time determines place.

All spatial reference systems are closely related to precision

time methods, and there are a number of time references

including the deprecated Greenwich Mean Time (GMT), its

replacement Universal Coordinated Time ("UTC"), UT or

UT1, UT2. and many others which are described briefly on

the U.S. Naval Observatory Site (http://tycho.usno.navy.mil/

systime.html).

[0228] In any case, it is an aspect of the present invention

to support a plurality of spatial systems, which means that in

some scenarios it is worthwhile to support the of an accurate

time reference model. Additionally, there are other common
beneficial uses for reasonably accurate time related to any
robust system.

[0229] Fortunately there is an accurate network time keep-

ing and coordination method called simply Network Time
Protocol (NTP) as described in RFC1305 and implemented

in readily available software and publicly and privately

available systems with accurate time references, like stratum

1 time sources as described in the RFC. NTP includes

sophisticated means for accounting for factors such as

network delay when transmitting and coordinating time

between systems.

[0230] It is aspect of a preferred embodiment to support a

plurality of time reference systems and to incorporate accu-

rate time mechanisms which may including systems with

attached hardware such as time signal receivers, like GPS
receivers, and network time methods such as NTP where
applicable.

[0231] Many aspects and benefits of the present invention

can be realized without such time references, however there

are aspects and applications that benefit from such capabili-

ties.

[0232] It is a common feature on most systems with a

UNIX based operating system to include a functionality

called cron or cron jobs. A preferred embodiment of the

present invention may incorporate time constraints in con-

junction with location contexts and automation such as

reminders and remote control.

[0233] This cron method is used to illustrate a method that

may be used in a preferred embodiment for specifying such

time constraints, and to aid in the description of how such

scheduling may be accomplished, yet it is not intended to

limit the invention to this method.

[0234] A crontab file or table consists of fines of six fields

each. The fields are separated by spaces or tabs. The first five

are integer patterns that specify the following: minute

(0-59), hour (0-23), day of the month (1-31), month of the

year (1-12), day of the week (0*6 with 0=Sunday).

[0235] The sixth field of a line in a crontab file is a string

which is usually a command that is executed by the oper-

ating system. In these examples, the string is the word 'date'

which can be ignored, as this particular discussion is merely

meant to illustrate a method for specifying scheduling or

time constraints.

[0236] Some typical cron table entries.

[0237] # MIN HOUR DAY MONTH DAYOFWEEK
COMMAND

[0238] # at 6:10 a.m. every day

[0239] 10 6***date

[0240] # every two hours at the top of the hour

[0241] 0*/2***date

[0242] # every two hours from 11:00 p.m. to 7:00

a.m., and at 8:00 a.m.

[0243] 0 23-7/2,8***dale

1. A method of creating graphical network maps, com-
prising the steps of:

determining the spatial location of a device;

embedding said device spatial location in data transmitted

from said device;
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determining spatial locations of at least one network

device through which said data passes;

modifying packet information associated with said data to

include said network device spatial locations; and,

receiving said modified packet and extracting said spatial

locations; and

illustrating said geographic locations on a map or by other

graphical means.

2. A spatial information transmission method for use

within and between electronic devices, comprising the steps

of:

obtaining an automatically determined spatial location

from an electronic device when said electronic device

is capable of such determination;

obtaining a spatial location from a user when said elec-

tronic device is not capable of automatic spatial loca-

tion determination and said stored spatial location is not

available from said electronic device; and

embedding at least one of said spatial locations in com-
munications originating from said electronic device.

3. The spatial information transmission method of claim

2, further comprising the step of obtaining a stored spatial

location from said electronic device when said electronic

device is not capable of automatic spatial location determi-

nation;

4. The spatial information transmission method of claim

2, further comprising the step of storing at least one of said

spatial locations, wherein said at least one stored spatial

location is made available to a plurality of requesters.

5. The spatial information transmission method of claim

2, wherein said spatial locations include spatial location

information and spatial location attributes.

6. The spatial information transmission method of claim

2, wherein said spatial location is embedded using Multi-

purpose Internet Mail Extensions.
:

7. The spatial information transmission method of claim

2, wherein said spatial location is included in object iden-

tifiers in a Simple Network Management Protocol manage-
ment information base.

8. The spatial information transmission method of claim

2, wherein said spatial location is included as a Lightweight

Directory Access Protocol object.

9. The spatial information transmission method of claim

2, wherein said spatial location is embedded within the

header of a standard Advanced Research Projects Agency
Internet Text Message.

10. The spatial information transmission method of claim

2, further comprising the step of encoding said spatial

location based on an Extensible Markup Language Docu-
ment Type Definition.

11. A spatial location based reminder method, comprising

the steps of:

storing content;

defining a spatial region;

allowing a user to associate said spatial region with said

content;

determining a current spatial location of an electronic

device; and

presenting content associated with a spatial area to a user

when said device is within said spatial region.

12. The spatial location based reminder method of claim

11, in which said electronic device performs said step of

determining said current spatial location.

13. The spatial location based reminder method of claim

11, in which said spatial region is defined by a spatial

location occupied by the device on which said association is

created, wherein said spatial region is determined by asso-

ciating a range with said spatial location.

14. The spatial location based reminder method of claim

11, in which said content is stored on at least one server

communicatively coupled to said electronic device.

15. The spatial location based reminder method of claim

11, in which said defined spatial regions are stored on at least

one server communicatively coupled to said electronic

device.

16. The spatial location based reminder method of claim

11, in which said spatial region and content associations are

stored on at least one server communicatively coupled to

said electronic device.

17. A spatial location based control method, comprising

the steps of:

creating a command to control a device or system;

defining a spatial region;

associating said spatial region with said device or system

control command;

determining a current spatial location of a mobile elec-

tronic device; and

sending the device or system control command associated

with a spatial region to a device when said mobile

electronic device is within said spatial region.

18. The spatial location based control method of claim 17,

in which said device or system control command is sent

when said mobile electronic device enters said spatial

region.

19. The spatial location based control method of claim 17,

further comprising the steps of:

associating scheduling information with said spatial

region and control command associations; and,

restricting the sending of device or system control com-
mands associated with said spatial region to dates and

times corresponding to said schedule information.

20. The spatial location based control method of claim 17,

in which said mobile electronic device determines its current

spatial location.

21. The spatial location based control method of claim 20,

in which said spatial region definition step further comprises

activating a user interface element on said electronic device

which causes a spatial location to be recorded and associated

with a range to create said spatial region.

22. A spatial location based information display and

control system which includes a means for defining a user

selectable hierarchy of one or more preferred location deter-

mination means, wherein said user selectable hierarchy

allows 1 users of said spatial location based information

display and control system to record spatial locations of

interest using a variety of spatial location specification

means.

23. A spatial location based content substitution method,

comprising the steps of:

7/27/2006, EAST Version: 2.0.3.0



US 2002/0055924 Al
20

May 9, 2002

storing content in a database;

storing attributes of said content in said database;

associating said content with one or more spatial loca-

tions;

storing said associations in a database;

determining the current spatial location of a content

presentation device;

selecting content from said database based on said content

presentation device current location and content

attributes; and,

presenting said content to a user of said content presen-

tation device in place of default content.

24. The spatial location based content substitution method
of claim 23, further comprising the step of selecting content

from said database based on a current date and time, and user

behavior patterns.

25. The spatial location based content substitution method
of claim 24, in which said behavior patterns include the

duration a user typically stays within a spatial region, and

the frequency with which a user visits a given spatial region.

26. The spatial location based content substitution method
of claim 23, in which said content attributes include content

duration and content target audience.

27. The spatial location based content substitution method
of claim 26, in which demographic information relating to a

user or owner of said content presentation device is stored in

a database, and wherein such demographic information is

used in combination with other criteria when selecting

content from said database.

28. The spatial location based content substitution method
of claim 23, in which said content and said default content

includes advertisements.

29. The spatial location based content substitution method
of claim 23, in which the step of selecting content from said

database includes selection of one or more content pieces

whose aggregate dimensions are substantially equal to said

default content.

30. A spatial location transmission method, comprising

the steps of:

determining a spatial location of interest;

determining spatial location attributes;

translating said spatial location of interest and spatial

location attributes into at least one standardized format;

and

embedding said translated spatial location into at least one
communications protocol component.

31. The spatial location transmission method of claim 30,

in which said communications protocol components com-
prise communications protocol headers.

32. The spatial location transmission method of claim 31,

in which said embedded, translated spatial locations are

transmitted as part of all data transmitted by a device.

33. The spatial location transmission method of claim 30,

in which said at least one communications protocol' is

comprised of at least one message transfer protocol.

34. The spatial location transmission method of claim 30,

in which said spatial location of interest comprises the

current spatial location of a device.

35. The spatial location transmission method of claim 34,

in which said current spatial location of a device is deter-

mined automatically.

36. The spatial location transmission method of claim 30,

in which said spatial location attributes utilize the Content
Standard for Digital Geospatial Metadata as said standard-

ized format.

37. The spatial location transmission method of claim 30,

in which said standardized format is enhanced to use a

standardized vocabulary, thereby facilitating additional

automation.

38. The spatial location transmission method of claim 30,

in which additional translated spatial locations indicating the

current spatial location of network components devices said

data transmitted by a device are embedded by said network
components into said data.

39. The spatial location transmission method of claim 30,

further comprising a step of maintaining a database of
previous and current spatial locations for various devices,

thereby enhancing asset management capabilities.

40. A spatial location based data validation system, com-
prising:

a transmitting device capable of automatic spatial location

determination;

a receiving device capable of receiving a spatial location;

a database of recent transmitting device spatial locations;

a means of calculating a speed and direction of said

transmitting device based on said database of recent

transmitting device spatial locations; and

a means of determining whether a most recently received

transmitting device spatial location is consistent with
" said calculated speed and direction, within a specified

range.

41. A spatial location based data validation method,

comprising the steps of:

: determining the current spatial location of a transmitting

device;

transmitting said transmitting device current location to a

receiving device along with other data from said trans-

mitting device;

receiving said transmitting device current spatial location;

storing said transmitting device current spatial location;

calculating the speed and direction of travel associated

with said transmitting device based on recently stored

current spatial locations for a transmitting device;

determining whether said transmitting device current

location is consistent with said calculated transmitting

device speed and direction of travel, within a customi-

zable error limit; and

providing positive authentication to said other data from
said transmitting device if said transmitting device

current spatial location is determined to be consistent

with said calculated transmitting device speed and

direction of travel.

42. An automatic spatial location client configuration and
service location system, comprising:

a device capable of transmitting a configuration request

and receiving local configuration information;

7/27/2006, EAST Version: 2.0.3.0



US 2002/0055924 Al
21

May 9, 2002

a storage means on said device into which said local

configuration information can be stored;

at least one server capable of fulfilling computing ser-

vices; and

at least one master server capable of maintaining a list of

currently available services provided by said at least

one server, spatial locations associated with said at least

one server and said device, and spatial locations served

by said at least one server.

43. The automatic spatial location client configuration and

service location system of claim 42, wherein said device

includes a current spatial location in said configuration

request.

44. The automatic spatial location client configuration and

service location system of claim 42, wherein said local

configuration information received by said device includes a

spatial location.

45. The automatic spatial location client configuration and

service location system of claim 42, wherein said local

configuration information includes software to be installed

on said device.

46. The automatic spatial location client configuration and

service location system of claim 42, wherein said local

configuration information includes specification of a pre-

ferred spatial location encoding means and software neces-

sary to implement said preferred spatial location encoding

means if said device is not already capable of implementing

said preferred spatial location encoding means.

47. An automated network client configuration and ser-

vice location method, comprising the steps of:

transmitting a configuration request from a device;

receiving and processing said configuration request at a

master configuration server;

identifying at least one server capable of providing said

requested configuration information to said device

based in part on said spatial location transmitted by said

device;

rerouting of said configuration request to said at least one

service server;

transmitting said requested configuration information to

said device from said at least one service server; and

storing said requested configuration information on said

device.

48. The automated network client configuration and ser-

vice location method of claim 47, in which said configura-

tion request includes a spatial location, attributes associated

with said spatial location, and attributes associated with said

device

49. The automated network client configuration and ser-

vice location method of claim 47, in which said requested

configuration information includes a list of additional ser-

vices available from at least one server accessible via the

network.

50. The automated network client configuration and ser-

vice location method of claim 47, in which said device is

capable of automatically determining a current spatial loca-

tion, and said current spatial location is included in said

configuration information request.

51. A real time, spatial location aware directory system,

comprising:

an electronic device which is assigned a unique identifier,

and which is capable of reporting a spatial location by
embedding said spatial location, said unique identifier,

and other information within communications originat-

ing from said electronic device;

network infrastructure equipment capable of extracting

said spatial location and said unique identifier from said

communications originating from said electronic

device;

a database communicatively coupled to said network
infrastructure equipment which is capable of associat-

ing said extracted electronic device identifier and spa-

tial location with information pertaining to an entity

owning and operating said electronic device; and

a means of updating spatial location information stored in

said database when spatial location information

reported by said electronic device changes.

52. The real time, spatial location aware directory system

of claim 51, wherein said electronic device includes a point

of sale terminal.

53. The real time, spatial location aware directory system

of claim 51, wherein said information pertaining to an entity

owning and operating said electronic device includes the

name, address, telephone number, and E-mail address of

said entity, wherein said address is updated as said spatial

location information reported by said electronic device

changes.

54. A method of maintaining a real lime, spatial location

aware directory which comprises the steps of:

embedding at least one spatial location and attributes

associated with an electronic device in communications

originating from said electronic device;

monitoring said communications and extracting said spa-

tial location and attributes;

storing said extracted spatial location and attribute infor-

mation in a database of entities owning said electronic

devices, along with additional information provided by
said entities; and,

updating said database when said spatial location associ-

ated with said electronic device changes.

55. The real time spatial location aware directory main-

tenance method of claim 54, in which said electronic device

is a point of sale terminal.

56. The real time spatial location aware directory main-

tenance method of claim 54, in which said additional infor-

mation includes the name, address, telephone number, and

E-mail address of said entity, wherein said address is

updated as said spatial location associated with said elec-

tronic device changes.

• 57. A method of storing a spatial location associated with

a given waypoint, comprising:

determining a spatial location;

translating said spatial location into at least one standard-

ized format; and

storing said translated spatial location as a cookie.
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58, A method of building an enhanced directory of avail-

able services and devices which includes the spatial location

of such services and devices, comprising the steps of:

transmitting a configuration request from a device,

wherein said configuration request includes a spatial

location, attributes associated with said spatial location,

and attributes associated with said device;

receiving and processing said configuration request at a

master configuration server;

identifying at least one service servers capable of provid-

ing said requested configuration information to said

device based in part on said spatial location transmitted

by said device;

rerouting of said configuration request to said one or more
service servers;

transmitting said requested configuration information to

said device from said one or more service servers;

storing said requested configuration information on said

device.

storing said spatial location, spatial location attributes,

device attributes, and assigned configuration informa-

tion in a database on a server;

allowing other devices to search said database; and,

updating device spatial location and spatial location

attribute information on a periodic basis.

* * * # *
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tion events and calculate a time and location difference. If

the time and location differences exceeded a threshold, a

security flag could be raised.

[0027] Data translation system 38 could provide an appli-

cation in which the time and location information encoded

in the ID of an object could be translated into useful, i.e.,

human understandable, information. For example, the trans-

lated information could automatically be used for time, date

and location reference in filling out forms, tables, envelopes,

etc. Thus, if a police office was filling out an electronic

accident report, a report object could be created with an

assigned ID. The ID could be used to automatically fill in the

time and location information of the report.

[0028] Transaction processing system 4.0 could be used

for any system that involves transactions, including a

scheme for generating temporary identifications to be used

for a single, or a limited number of transactions, such as

found in many online transaction processing schemes. For

instance, in order to efficiently implement such a system, it

is necessary to ensure that dynamically generated temporary

ID's are unique, particularly in the case where there is a high

volume of transactions (e.g., a telephone voucher code

system that allows a user to receive free calling time by

entering a code that contains an ID). The present invention

ensures the necessary uniqueness, and allows transaction

processing system 40 to accurately validate each transaction

(e.g., ensure that a specific telephone voucher code is valid

and has sufficient credit to place a call).

[0029] Referring now to FIG. 2, a more detailed view of

ID system 14 of FIG. 1 is shown. ID system 14 provides the

mechanisms for generating an ID for an object (not shown)

located proximate GPS receiver 42. In operation, GPS
receiver 42 receives GPS signals from GPS 12, and calcu-

lates time and location information. The time and location

information is then communicated to an ID processing

system 50. ID processing system 50 may include a processor

52, an input/output 54 and a memory 48. Residing in

memory 48 is a software program, ID generator 44, which

takes the time and location information from GPS receiver

42 and encodes it into an ID. ID processing system 50 may
be physically located with the receiver, or be located

remotely. For example, ID processing system 50 could be

accessed over a network, such as the Internet, so that the

encoding of ID's could be uniformly effectuated at a central

location.

[0030] Once created, the ID is then forwarded to an object

tagging system 60, which tags or associates the ID with an

object. Object tagging system 60 converts the ID into a

format suitable for tagging the object located proximate GPS
receiver 42. For example, a tagging format may include

physical in formation (e.g., a bar code ID sticker) attachable

to an object; an electronic ID that can be inserted into a data

record or database; or a data pointer that points to the ID; etc.

Object tagging system 60 may comprise, or have access to

one or more databases for storing ID and object information.

In the case where a physical tag is being applied to an object,

tagging is preferably done proximate GPS receiver 42, so

that object's location is accurately reflected in the encoded

ID. In the case where lagging involves, for example, an

electronic ID stored in a database, tagging need not occur

proximate the receiver. Rather, the ID can be stored, or

tagged, in a remote database that includes information about

the object. It should also be appreciated that object tagging

system 60, as well as portions of GPS receiver 42, could

exist as part of a common software program (or program
product) with ID generator 44.

[0031] Also included in memory 48 is a multi-event

processor 56. Multi-event processor 56 handles the case

when more than one event occurs at the same location and

time (i.e., a common point within the four dimensional grid).

In this case, further variations of the ID would be derived by

special algorithms that may, for example, read from a clock

with a higher resolution to achieve the goal of assigning

unique ID's to every object. Alternatively, additional data

could be added to each ID to distinguish them (e.g., ID1,

ID2, ID3 . . . ).

[0032] It is understood that the components of the present

invention can be realized in hardware, software, or a com-
bination of hardware and software. Any kind of computer

system—or other apparatus adapted for carrying out the

methods described herein—is suited. A typical combination

of hardware and software could be a general purpose com-
puter system with a computer program that, when loaded

and executed, carries out the methods described herein.

Alternatively, a specific use computer, containing special-

ized hardware for carrying out one or more of the functional

tasks of the invention could be utilized. Aspects of the

present invention can also be embedded in a computer
program product, which comprises all the features enabling

the implementation of the methods described herein, and

which—when loaded in a computer system—is able to carry

out these methods. Computer program, software program,

program, module, mechanism or software, in the present

context mean any expression, in any language, code or

notation, of a set of instructions intended to cause a system

having an information processing capability to perform a

particular function either directly or after either or both of

the following: (a) conversion to another language, code or

notation; and/or (b) reproduction in a different material

form.

[0033] The foregoing description of the preferred embodi-
ments of this invention has been presented for purposes of

illustration and description. It is not intended to be exhaus-

tive or to limit the invention to the precise form disclosed,

and obviously, many modifications and variations are pos-

sible. Such modifications and variations that may be appar-

ent to a person skilled in the art are intended to be included

within the scope of this invention as defined by the accom-
panying claims.

1. A system for assigning object identifiers, comprising:

a global positioning system (GPS) receiver for providing

location and time information;

an identification generator that generates an identifier,

wherein the identifier includes the provided location

and time information in an encoded format; and

a system for assigning the identifier to an object located

proximate the GPS receiver.

2. The system of claim 1, wherein the location informa-

tion includes three dimensional information.

3. The system of claim 1, wherein the object and assigned

identifier are stored in a database with similar objects and
their respective assigned identifiers.
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4. The system of claim 1, wherein the identification

generator is located remotely from the GPS receiver.

5. The system of claim 1, wherein the identification

generator is located locally to the GPS receiver.

6. A program product stored on a recordable medium for

assigning object identifiers, the program product compris-

ing:

means for receiving location and time information from a

global positioning system (GPS) receiver;

means for generating an identifier, wherein the identifier

includes the received location and time information in

an encoded format; and

means for outputting the identifier in a format suitable for

tagging an object located proximate the GPS receiver.

7. The program product of claim 6, further comprising

means for processing simultaneous events that occur at a

common location.

8. The program product of claim 6, further comprising

database means for storing the identifier.

9. A system for processing object identifiers in an e-com-

merce environment, comprising:

a database for holding objects;

at least one identification system for providing unique

identifiers for objects, wherein the identification system

obtains location and time information from a global

positioning system (GPS) and encodes the location and

time information into each unique identifier; and

an application for processing the objects, wherein the

application includes a system for processing the unique

identifier.

10. The system of claim 9, wherein the application

comprises a referencing system that allows objects in the

database to be tracked.

11. The system of claim 9, wherein the application com-
prises a time checking system that extracts time information

from the unique identifiers provided to the objects.

12. The system of claim 11, wherein the objects comprise

events and the time checking system compares a time

difference between events.

13. The system of claim 9, wherein the application

comprises a routing system that extracts location informa-

tion from the unique identifiers provided to the objects:

14. The system of claim 13, wherein the objects comprise

routers in a network, and the applications routes data by

examining the location information associated with each

router.

15. The system of claim 9, wherein the application

comprises a security system.

16. The system of claim 15, wherein objects comprise

login events to a computer system, and the security system

ensures that each unique identifier is not afforded multiple

login events.

17. The system of claim 9, wherein the application

comprises a data translation system that extracts information

from the unique identifier and translates it into a different

format.

18. The system of claim 9, wherein the objects comprise

limited use transactions, and the application validates each

transaction.

19. A method of generating object identifiers, comprising

the steps of:

obtaining time and location information from a global

positioning system (GPS);

generating a unique identifier from the time and location

information, wherein the time and location information

is encoded into the unique identifier; and

associating the unique identifier with an object.

20. The method of claim 19, wherein the object exists at

a time and location where the time and location information

is received.

21. The method of claim 19, comprising the further step

of extracting the time information from the unique identifier

in order to process the object.

22. The method of claim 21, comprising the further step

of comparing the time information extracted from a first and

second object.

23. The method of claim 19, comprising the further step

of extracting the location information from the unique

identifier in order to process the object.

24. The method of claim 19, comprising the further step

of tracking the object using the unique identifier.

*****
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position information in the computer system using the

retrieved DGPS error correction file

13 Claims, 7 Drawing Sheets

BASE STATION
COORDINATION
COMPUTER

BASE STATION
DATABASE

241

940

DGPS
BASE STATION
RECEIVER

201

FTP
SERVER

ERROR
CORRECTION

DATA
221

22Q

DGPS
BASE STATION
RECEIVER

202

ROVER COMPUTER

CORRECTION
PROGRAM

262

GPS DATA
2fil

2SQ

FTP
SERVER

ERROR
CORRECTION

DATA
221

22Q

7/27/2006, EAST Version: 2.0.3.0



US 6,212,475 Bl

9 10
not transmitted in hour length files. In the alternate Rover to Server Embodiment
embodiment, the start and end times are transmitted to the Instead of having the Server transmit the error correction

server that stores the DGPS error correction information. data to the rover GPS unit 610, the data transmission path
The server then begins streaming the DGPS error correction can be reversed such that the rover GPS unit 610 transmits
information to the requester. 5 me uncorrected GPS position information directly to a
To use the streamed DGPS error correction information, ^ct. The Server may be same server used to obtain DGPS

a "plug-in" program that helps the World Wide Web browser error correction information (such as server 603) or the
interpret and display the DGPS error correction information u„ „„„ a .u \ *

j ™_ ,,. vjm j n/ l u -i .i_ . i
server may be any other server connected to the Internet

is used. The World Wide Web browser provides the streamed _ M ' /0ft „.tk nrDC , rft .
• c t ( , , nrnc, f t

. such as server 690 with DGPS error corrector program 695.
information to the plug-in DGPS error correction program ~- 4 . 4 . ,

F
.T . „

and that plug-in program performs the DGPS error correc-
10 ™*!*™ receives the ^corrected GPS position mfor-

tion. Alternatively, a single DGPS error correction program
nation from the rover can perform the DGPS error correc-

can be designed to send and receive information using the
tl0D

-
the rover GPS umt 610 can be a verv inexpensive

HTTP protocol. This stand-alone DGPS error correction DGPS receiver system that merely transmits the uncorrected

program would not require the help of a World Wide Web GPS Position information to a server. The server then has the

browser program. 15 responsibility of locating the proper DGPS error correction

By implementing a streaming version of the DGPS error information and performing the DGPS error correction

correction system, only the required DGPS error correction calculations.

information is retrieved. For example, if only five minutes of In the foregoing specification the invention has been

GPS information was collected, then only a corresponding 5 described with reference to specific exemplary embodiments

minutes of DGPS error correction information would be 20 thereof. It will, however, be evident that various modifica-

retrieved. Thus, the streaming version uses network band- tions and changes may be made thereto without departing

width more efficiently than a file based DGPS error correc- from tne broader spirit and scope of the invention as set forth

tion system. m me appended claims. The specification and drawings are,

xt r. i t~ i^-ff 1 r>
accordingly, to be regarded in an illustrative rather than

Near Real-Time Differential GPS Correction ^ rcstrictive sense>

To achieve near real-time differential GPS correction, the What is claimed is:

rover computer must be coupled directly to the Internet 1. A method of near real-time Differential Global Posi-

while it is receiving position data. With the advent of new tioning System (DGPS) error correction, said method com-
wireless communication systems, this will be possible using prising:

standardized technology. For example, Metricom of Los 30 generating DGPS error correction information on a DGPS
Gatos, Calif, offers a wireless Internet service know as base station having a known location;

"Ricochet". The Ricochet wireless Internet service replaces transmitting DGPS error correction information to a
the standard telephone modem with a wireless modem ^mr coupled to said base station;
designed for Metricom's wireless digital network. Due to

feceivm GlobaJ Positionin s lem {GpS) infortnation
the increasing popularity of the Internet, such wireless 35 nft , ft fl rDC . t

. ,
J 1

. .

j . .

*> r r j » on a rover GPS unit, said rover GPS unit having a
Internet service can now be obtained at very inexpensive •

, .
&

. ,

J
_

r wireless connection; and
prices in certain areas. For example, wireless Internet ser- . , ™~ • < ^^>™
vice can be obtained for less than $30 per month in Cali-

Pressing said GPS information w,.h said DGPS error

fornia's Silicon Valley.
~rrcctl°n f°rm

I

aUon
1

. . „DC .,

Server to Rover embodiment « 2
'^ melhod °f clam

\
wberein 581(1 rover GPS uml

FIG. 6 illustrates one embodiment of a system that allows
~mmun.catesjv.th a weless server,

near real-time correction of GPS information using a wire-
3 " 11,0 memod

,

of <

r!
ami 2

<
w*crcin Mld w,reless server

less internet connection such as Ricochet by Metricom. ^If5 a,^le

f «°
a"

'

ln,erne
«
access Port

.

Thus, the rover GPS unit 610 must be capable of receiving .

4
"?e me

,

,hod °f clalm wh«em the step of processing

GPS information from satellites and communicating with a 45 * Perf°rmed °n serve^ld method furtner

wireless Internet access server 650. The wireless Internet !

h* stePs of *** rover GPS T' tranf3lMlng^ GPS

access server 6S0 provides access to the Internet 620. A lnf™°" l° the
f
™ r using the wireless connects.

DGPS corrector program running on the rover GPS unit 610 .

5
"
™e me

,

thod °f clalm\"i
erem me s

J
eP °f Passing

controls the DGPS correction.
18 P«fo™ed on the rover GPS unit, said method further

The DGPS corrector program accesses a Telnet server 603 50
C°™£1Smg the StepS °f S

f
d rover GPS un" "^^W

that is connected to a differential GPS base station 60S. The
DGPS error co"^10a ^formation using the wireless con-

Telnet server 603 receives the DGPS error correction data
necion.

.

that is continually being generated by the differential GPS ,.

6
'. ?

le,

1

hod 2*££ K*Uime Dl?ere^.al G1°ba
l
Pos"

base station 605. Once the GPS corrector program connects
t,on

!

ng
.

Sys,em (DGPS
)
error correct 'on . sald m^od com-

to the Telnet server 603, the GPS corrector program runs a 55 PnsmS-

program on the Telnet server 603 that provides a continuous
generating DGPS error correction information on a DGPS

feed of the correction information as it is generated.
base statl0n havmS a ^own location;

The GPS corrector program combines the error correction transmitting said DGPS error correction information to a

data received from the Telnet server 603 with the GPS server coupled to the base station;

information that is generated by the rover GPS unit 610. Due 60 streaming said DGPS error correction information to a

to communication delays, the rover GPS unit 610 will likely rover Global Positioning System (GPS) unit wirelessly

need to maintain delay buffers for both the GPS information coupled to the server;

generated on the rover GPS unit 610 and the error correction receiving GPS information on said rover GPS unit;

data received from the Telnet server 603. The two data processing said GPS information with said DGPS error

streams are matched up using time-stamps. Since the DGPS 65 correction information.

correction is not instantaneous, it is termed "near real-time 7. The method of claim 6, wherein the server comprises
DGPS error correction." a wireless link to an Internet access port.
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8. A system comprising a rover Global Positioning Sys-

tem (GPS) unit configured to receive GPS information and

transmit wireless!y the GPS information to a server which is

configured to receive Differential GPS (DGPS) error cor-

rection information from a base station of a known location

and process the GPS information with the DPGS error

correction information.

9. A system comprising a rover Global Positioning Sys-

tem (GPS) unit configured to receive GPS information and

Differential GPS (DGPS) error correction information and

process the GPS information with the DPGS error correction

information, said rover GPS unit configured to receive

DGPS error correction information wirelessly from a DGPS
server coupled to a base station with a known location.

10.A system comprising a Differential Global Positioning

System (DGPS) server configured to be coupled to a base

station and a rover Global Positioning System (GPS) unit,

12
said base station configured to provide DGPS error correc-

tion information to the DGPS server, said DGPS server

configured to wirelessly communicate with said rover GPS
unit such that said GPS information is processed with the

DGPS error correction information.

11. The system as set forth in claim 10, wherein said

server is further configured to receive the GPS information

from the rover GPS unit through a wireless connection and
process the GPS information with the DGPS error correction

information.

12. The system as set forth in claim 10, wherein the server

is further configured to transmit the DGPS information to

the rover GPS unit through a wireless connection.

13. The system as set forth in claim 10, wherein the server

comprises a wireless link to an Internet access port.
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[57] ABSTRACT

GPS position information is collected and stored in a com-
puter system. The GPS position information includes time-

stamps that indicates when the GPS position information

was collected. The computer system uses the time stamps to

generate an error correction file name for an error correction

file that can be used to correct the GPS position information.

Using the generated error correction file name, the computer

system connects to a file server that stores differential GPS
error correction files and copies the needed differential GPS
error correction file. The computer system connects to the

DGPS file server using the File Transfer Protocol of the

global Internet. The computer system then corrects the GPS
position information in the computer system using the

retrieved DGPS error correction file.
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To use the streamed DGPS error correction information,

a "plug-in" program that helps the World Wide Web browser

interpret and display the DGPS error correction information

is used. The World Wide Web browser provides the streamed

information to the plug-in DGPS error correction program

and that plug-in program performs the DGPS error correc-

tion. Alternatively, a single DGPS error correction program

can be designed to send and receive information using the

HTTP protocol. This stand-alone DGPS error correction

program would not require the help of a World Wide Web
browser program.

By implementing a streaming version of the DGPS error

correction system, only the required DGPS error correction

information is retrieved. For example, if only five minutes of

GPS information was collected, then only a corresponding 5

minutes of DGPS error correction information would be

retrieved. Thus, the streaming version uses network band-

width more efficiently than a file based DGPS error correc-

tion system.

Near Real-Time Differential GPS Correction

To achieve near real-time differential GPS correction, the

rover computer must be coupled directly to the Internet

while it is receiving position data. With the advent of new
wireless communication systems, this will be possible using

standardized technology. For example, Metricom of Los

Gatos, Calif, offers a wireless Internet service know as

"Ricochet". The Ricochet wireless Internet service replaces

the standard telephone modem with a wireless modem
designed for Metricom's wireless digital network. Due to

the increasing popularity of the Internet, such wireless

Internet service can now be obtained at very inexpensive

prices in certain areas. For example, wireless Internet ser-

vice can be obtained for less than $30 per month in Cali-

fornia's Silicon Valley.

Server to Rover Embodiment
FIG. 6 illustrates one embodiment of a system that allows

near real-time correction of GPS information using a wire-

less internet connection such as Ricochet by Metricom.

Thus, the rover GPS unit 610 must be capable of receiving

GPS information from satellites and communicating with a

wireless Internet access server 650. The wireless Internet

access server 650 provides access to the Internet 620. A
DGPS corrector program running on the rover GPS unit 610
controls the DGPS correction.

The DGPS corrector program accesses a Telnet server 603
that is connected to a differential GPS base station 605. The
Telnet server 603 receives the DGPS error correction data

that is continually being generated by the differential GPS
base station 605. Once the GPS corrector program connects

to the Telnet server 603, the GPS corrector program runs a

program on the Telnet server 603 that provides a continuous

feed of the correction information as it is generated.

The GPS corrector program combines the error correction

data received from the Telnet server 603 with the GPS
information that is generated by the rover GPS unit 610. Due
to communication delays, the rover GPS unit 610 will likely

need to maintain delay buffers for both the GPS information

generated on the rover GPS unit 610 and the error correction

data received from the Telnet server 603. The two data

streams are matched up using time-stamps. Since the DGPS
correction is not instantaneous, it is termed "near real-time

DGPS error correction."

Rover to Server Embodiment
Instead of having the Server transmit the error correction

data to the rover GPS unit 610, the data transmission path

can be reversed such that the rover GPS unit 610 transmits

18,306

10
the uncorrected GPS position information directly to a

server. The Server may be same server used to obtain DGPS
error correction information (such as server 603) or the

server may be any other server connected to the Internet

5 such as server 690 with DGPS error corrector program 695.

The server that receives the uncorrected GPS position infor-

mation from the rover can perform the DGPS error correc-

tion. Thus, the rover GPS unit 610 can be a very inexpensive

DGPS receiver system that merely transmits the uncorrected

10 GPS position information to a server. The server then has the

responsibility of locating the proper DGPS error correction

information and performing the DGPS error correction

calculations.

In the foregoing specification the invention has been

is described with reference to specific exemplary embodiments
thereof. It will, however, be evident that various modifica-

tions and changes may be made thereto without departing

from the broader spirit and scope of the invention as set forth

in the appended claims. The specification and drawings are,

20 accordingly, to be regarded in an illustrative rather than

restrictive sense.

What is claimed is:

1. A computer implemented method of correcting GPS
position information, said method comprising:

25 storing GPS position information in a computer system,

said GPS position information having at least one
time-stamp that indicates when said GPS position

information was collected;

opening a connection from said computer system to a base
30

station coordination computer;

requesting said base station coordination computer for an

address of a file server that contains DGPS error

correction files from a base station closest to a position

35
indicated by said GPS position information;

generating at least one DGPS error correction file name
based upon said time-stamp;

connecting said computer system to a file server associ-

ated with said nearest DGPS base station;

40 copying a DGPS error correction file on said file server

having said DGPS error correction file name into said

computer system; and

correcting said GPS position information in said computer
system using said DGPS error correction file.

45 2. The method of claim 1 wherein said step of generating

at least one error correction file name comprises:

generating a file name based upon a time and a date when
said GPS position information was collected; and

adding a suffix that identifies a DGPS error correction file.

50
3. The method of claim 1 wherein said step of correcting

said GPS position information comprises:

decompressing said DGPS error correction file; and

applying said error correction file to said GPS position

55
information.

4. A computer implemented method of correcting GPS
position information, said method comprising:

storing GPS position information in a computer system,

said GPS position information having at least one
time-stamp that indicates when said GPS position

information was collected;

examining said GPS position information to determine a

nearest DGPS base station;

generating at least one DGPS error correction file name
65 based upon said time-stamp;

connecting said computer system to a file server associ-

ated with said nearest DGPS base station;
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opening an File Transfer Protocol connection from said

computer system to said file server;

executing a "get" operation to get a DGPS error correc-

tion file having said DGPS error correction file name
into said computer system; and

correcting said GPS position information in said computer

system using said DGPS error correction file.

5. A computer system for correcting said GPS position

information, said computer system comprising:

a computer system having GPS position information that

needs to be corrected, said computer system coupled to

a network;

at least one base station server coupled to said network,

said base station server having a network address, said

base station server having DGPS error correction files

from an associated DGPS base station at a known
position; and

a base station coordination computer, said base station

coordination computer having the network addresses of

said base station server computers and the known
position of said associated DGPS base stations.

6. The computer system of claim 5 wherein said network

comprises the global Internet.

7. A method of correcting GPS position information, said

method comprising:

storing GPS position information in a computer system,

said GPS position information having at least one
time-stamp that indicates when said GPS position

information was collected;

accessing a DGPS web site using a web browser on said

computer system;

downloading an applet from said DGPS web site, said

applet examining said GPS position information to

determine a nearest DGPS base station;

generating at least one error correction file name based

upon said time-stamp;

connecting said computer system to a file server associ-

ated with said nearest DGPS base station;

copying an error correction file on said file server having

said error correction file name into said computer

system; and

correcting said GPS position information in said computer

system using said error correction file.

8. A computer implemented method of correcting GPS
position information, said method comprising:

storing GPS position information in a computer system,

said GPS position information having at least one

time-stamp that indicates when said GPS position

information was collected;

locating at least one DGPS error correction file based

upon said time-stamp, said locating comprising

scanning a directory for at least one DGPS error

correction file, said step of scanning comprising

determining a start time and a end time for each

DGPS error correction file,

selecting at least one DGPS error correction file based

upon a time and a date when said GPS position

information was collected, and

correcting said GPS position information in said computer
system using said error correction file.

9. The method of claim 8 wherein said step of locating at

least one DGPS error correction file comprises:

generating a file name based upon a time and a date when
said GPS position information was collected; and

10

adding a suffix that identifies a DGPS error correction file;

and

examining said directory for a file with said generated file

name.

10. The method of claim 8 wherein said step of locating

at least one DGPS error correction file further comprises:

generating a DGPS error correction file name based upon
a time and a date when said GPS position information

was collected; and

using a first DGPS error correction file having said DGPS
error correction file name if said first DGPS error

correction file exists;

scanning saidu directory for a second DGPS error cor-

rection file if said first DGPS error correction file does
not exist, said step of scanning comprising determining
a start time and a end time for each DGPS error

correction file; and

selecting said second DGPS error correction file based
upon said time and said date when said GPS position

information was collected.

11.A method of correcting GPS position information, said

method comprising:

generating DGPS error correction information on a DGPS
base station, said DGPS base station having a known
location;

storing said DGPS error correction information on a

DGPS server coupled to said base station, said DGPS
server coupled to a network;

collecting GPS position information with a rover GPS
system, said rover GPS system having a wireless net-

work connection;

coupling said rover GPS system to said DGPS server with
said wireless network device;

processing said GPS position information with said

DGPS error correction information.

12. The method of correcting GPS position information as

claimed in claim 11 wherein said wireless network connec-
tion on said rover GPS system comprises a wireless Internet

access.

13. The method of correcting GPS position information as

40 claimed in claim 11 wherein said rover GPS system couples

to said DGPS server using telnet protocol and said DGPS
server streams DGPS correction information to said rover

GPS unit.

14. The method of correcting GPS position information as

claimed in claim 11 wherein said rover GPS system couples
to said DGPS server and said rover GPS unit transmits said

GPS position information to said DGPS server.

15. Amethod of correcting GPS position information, said

method comprising:

storing GPS position information in a local computer
system, said GPS position information having at least

one time-stamp that indicates when said GPS position

information was collected;

determine a nearest DGPS base station that has DGPS
error correction information with a dedicated DGPS
correction program;

accessing a DGPS server having said DGPS error correc-

tion information from said nearest DGPS base station

using a dedicated DGPS correction program running on

said local computer system;

correcting said GPS position information in said local

computer system using said DGPS error correction

information.

16. The method of correcting GPS position information as

claimed in claim 15 wherein said DGPS server is a World
Wide Web server using HyperText Transport Protocol

(HTTP).
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17. The method of correcting GPS position information as

claimed in claim 15 wherein said step of accessing a DGPS
server having said DGPS error correction information com-
prises streaming said DGPS error correction information to

said local computer system.

18. A method of correcting GPS position information, said

method comprising:

storing GPS position information in a local computer

system, said GPS position information having at least

one time-stamp that indicates when said GPS position

information was collected;

accessing DGPS web server using a web browser on said

local computer system;

10

14
streaming DGPS error correction information from said

DGPS web server to said local computer system;

correcting said GPS position information in said local

computer system using said error correction informa-

tion.

19. 'lhe method of correcting GPS position information as

claimed in claim 18 wherein said step of correcting said GPS
position information in said local computer system using

said error correction information comprises passing said

error correction information to a plug-in error correction

program that works with said web browser.
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In a multimedia data retrieval device, each one of a plurality

of multimedia data is managed in relation to time informa-

tion and/or location information indicating a time and/or a

location at which each multimedia data is created. Then, the

time information and/or the location information corre-

sponding to a retrieval request are obtained upon receiving

the retrieval request specified by using event names, and

multimedia data are retrieved from the plurality of multi-

media data according to the obtained time information
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sponding to the retrieval request that are obtained according

to the event names from the index table or the index server,

so that there is no need for tedious tasks of classifying the

multimedia data to be managed into directories or folders or

attaching keywords for the purpose of the retrieval, and it

becomes possible to retrieve the desired multimedia data by
using an event name or a combination of event names that

are intuitive and easily comprehensible for the users.

[0236] It is to be noted that the above described embodi-

ments according to the present invention may be conve-

niently implemented using a conventional general purpose

digital computer programmed according to the teachings of

the present specification, as will be apparent to those skilled

in the computer art. Appropriate software coding can readily

be prepared by skilled programmers based on the teachings

of the present disclosure, as will be apparent to those skilled

in the software art.

[0237] In particular, the multimedia data retrieval device

or the index server of each of the above described embodi-
ments can be conveniently implemented in a form of a

software package.

[0238] Such a software package can be a computer pro-

gram product which employs a storage medium including

stored computer code which is used to program a computer
to perform the disclosed function and process of the present

invention. The storage medium may include, but is not

limited to, any type of conventional floppy disks, optical

disks, CD-ROMs, magneto-optical disks, ROMs, RAMs,
EPROMs, EEPROMs, magnetic or optical cards, or any
other suitable media for storing electronic instructions.

[0239] It is also to be noted that, besides those already

mentioned above, many modifications and variations of the

above embodiments may be made without departing from
the novel and advantageous features of the present inven-

tion. Accordingly, all such modifications and variations are

intended to be included within the scope of the appended
claims.

What is claimed is:

1. A multimedia data retrieval method, comprising:

(a) managing each one of a plurality of multimedia data

in relation to time information and/or location infor-

mation indicating a time and/or a location at which
each multimedia data is created;

(b) obtaining the time information and/or the location

information corresponding to a retrieval request upon
receiving the retrieval request specified by using event

names; and

(c) retrieving multimedia data from the plurality of mul-

timedia data managed by the step (a), according to the

time information and/or the location information

obtained by the step (b).

2. The method of claim 1, wherein the step (b) obtains the

time information and/or the location information corre-

sponding to the retrieval request by referring to an index

table that contains a plurality of event names and the time

information and/or the location information that are related

to each event name.

3. The method of claim 2, wherein the step (b) utilizes

schedule data as the index table, by taking name information

indicating schedule contents as the event names, date and

time information of schedules as the time information, and
place information of schedules as the location information.

4. The method of claim 1, wherein the step (b) obtains the

time information and/or the location information corre-

sponding to the retrieval request from an index server by
transmitting the retrieval request to the index server which
has a function for obtaining the time information and/or the

location information that are related to each event name.

5. The method of claim 1, further comprising:

(d) obtaining the time information and/or the location

information that are related to one multimedia data

upon receiving a reverse look-up retrieval request

specifying said one multimedia data; and

(e) retrieving event names according to the time informa-

tion and/or the location information obtained by the

step (d) as a reverse look-up retrieval result.

6. The method of claim 1, wherein the step (a) manages
each multimedia data in relation to the time information

and/or the location information which are automatically

created in relation to a creation of each multimedia data.

7. A multimedia data retrieval device, comprising:

a data management unit configured to manage each one of

a plurality of multimedia data in relation to time

information and/or location information indicating a

time and/or a location at which each multimedia data is

created;

a processing unit configured to obtain the time informa-

tion and/or the location information corresponding to a

retrieval request upon receiving the retrieval request

specified by using event names; and

a data selection unit configured to retrieve multimedia
data from the plurality of multimedia data managed by
the data management unit, according to the time infor-

mation and/or the location information obtained by the

processing unit.

8. A computer usable medium having computer readable

program codes embodied therein for causing a computer to

function as a multimedia data retrieval device, the computer
readable program codes include:

a first computer readable program code for causing said

computer to manage each one of a plurality of multi-

media data in relation to time information and/or loca-

tion information indicating a time and/or a location at

which each multimedia data is created;

a second computer readable program code for causing

said computer to obtain the time information and/or the

location information corresponding to a retrieval

request upon receiving the retrieval request specified by
using event names; and

a third computer readable program code for causing said

computer to retrieve multimedia data from the plurality

of multimedia data managed by the first computer
readable program code, according to the time informa-
tion and/or the location information obtained by the

second computer readable program code.

9. An index information providing method, comprising:

(a) receiving a retrieval request specified by using event
names, through a network from a requester;
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(b) obtaining time information and/or location informa-

tion corresponding to the retrieval request received by

the step (a) according to the event names used in the

retrieval request by referring to an index table that

contains a plurality of event names and the time infor-

mation and/or the location information that are related

to each event name, the time information and/or the

location information indicating a time and/or a location

at which each multimedia data is created; and

(c) providing the time information and/or the location

information obtained by the step (b) as an index infor-

mation, through the network to the requestor.

10. The method of claim 9, wherein the index table

includes a plurality of personal index tables and a common
index table, and the step (b) obtains the time information

and/or the location information by referring at least to one of

the personal index table corresponding to the requester and

the common index table.

11. The method of claim 9, wherein the step (b) utilizes

schedule data as the index table, by taking name information

indicating schedule contents as the event names, date and

time information of schedules as the time information, and

place information of schedules as the location information.

12. An index server, comprising:

a request reception unit configured to receive a retrieval

request specified by using event names, through a

network from a requester;

a processing unit configured to obtain time information

and/or location information corresponding to the

retrieval request received by the request reception unit

according to the event names used in the retrieval

request by referring to an index table that contains a

plurality of event names and the time information

and/or the location information that are related to each

event name, the time information and/or the location

information indicating a time and/or a location at which

each multimedia data is created; and

an index information transmission unit configured to

provide the time information and/or the location infor-

mation obtained by the processing unit as an index

information, through the network to the requester.

13. A computer usable medium having computer readable

program codes embodied therein for causing a computer to

function as an index server, the computer readable program

codes include:

a first computer readable program code for causing said

computer to receive a retrieval request specified by

using event names, through a network from a requester;

a second computer readable program code for causing

said computer to obtain time information and/or loca-

tion information corresponding to the retrieval request

received by the first computer readable program code

according to the event names used in the retrieval

request by referring to an index table that contains a

plurality of event names and the time information

and/or the location information that are related to each

event name, the time information and/or the location

information indicating a time and/or a location at which

each multimedia data is created; and

a third computer readable program code for causing said

computer to provide the time information and/or the

location information obtained by the second computer
readable program code as an index information,

through the network to the requester.

14. A multimedia data retrieval method, comprising:

(a) managing each one of a plurality of multimedia data

in relation to time information and/or location infor-

mation indicating a time and/or a location at which
each multimedia data is created;

(b) receiving a retrieval request specified by using event

names, through a network from a requester;

(c) obtaining the time information and/or the location

information corresponding to the retrieval request

received by the step (b);

(d) retrieving multimedia data from the plurality of mul-

timedia data managed by the step (a), according to the

time information and/or the location information

obtained by the step (c); and

(e) providing the multimedia data retrieved by the step (d)

as a retrieval result, through the network to the

requestor.

15. The method of claim 14, wherein the step (c) obtains

the time information and/or the location information corre-

sponding to the retrieval request by referring to an index

table that contains a plurality of event names and the time

information and/or the location information that are related

to each event name.

16. The method of claim 14, further comprising:

(f) obtaining the time information and/or the location

information that are related to one multimedia data

upon receiving a reverse look-up retrieval request

specifying said one multimedia data; and

(g) retrieving event names according to the time infor-

mation and/or the location information obtained by the

step (f) as a reverse look-up retrieval result.

17. A multimedia data retrieval server, comprising:

a data management unit configured to manage each one of

a plurality of multimedia data in relation to time

information and/or location information indicating a

time and/or a location at which each multimedia data is

created;

a request reception unit configured to receive a retrieval

request specified by using event names, through a

network from a requestor;

a processing unit configured to obtain the time informa-

tion and/or the location information corresponding to

the retrieval request received by the request reception

unit;

a data selection unit configured to retrieve multimedia

data from the plurality of multimedia data managed by
the data management unit, according to the time infor-

mation and/or the location information obtained by the

processing unit; and

a retrieval result transmission unit configured to provide

the multimedia data retrieved by the data selection unit

as a retrieval result, through the network to the

requester.

18. A computer usable medium having computer readable

program codes embodied therein for causing a computer to

7/27/2006, EAST Version: 2.0.3.0



US 2003/0069893 Al

18

Apr. 10, 2003

function as a multimedia data retrieval server, the computer

readable program codes include:

a first computer readable program code for causing said

computer to manage each one of a plurality of multi-

media data in relation to time information and/or loca-

tion information indicating a time and/or a location at

which each multimedia data is created;

a second computer readable program code for causing

said computer to receive a retrieval request specified by
using event names, through a network from a requestor;

a third computer readable program code for causing said

computer to obtain the time information and/or the

location information corresponding to the retrieval

request received by the second computer readable

program code;

a fourth computer readable program code for causing said

computer to retrieve multimedia data from the plurality

of multimedia data managed by the first computer
readable program code, according to the time informa-

tion and/or the location information obtained by the

third computer readable program code; and

a fifth computer readable program code for causing said

computer to provide the multimedia data retrieved by

the fourth computer readable program code as a

retrieval result, through the network to the requestor.

19. A method for providing an index information provid-

ing service from an index server to multimedia data retrieval

devices which are connected through a network, each mul-

timedia data retrieval device managing each one of a plu-

rality of multimedia data in relation to time information

and/or location information indicating a time and/or a loca-

tion at which each multimedia data is created, the method
comprising:

(a) receiving a retrieval request specified by using event

names, at the index server through the network from a

requesting multimedia data retrieval device;

(b) obtaining the time information and/or the location

information corresponding to the retrieval request

received by the step (a) at the index server according to

the event names used in the retrieval request by refer-

ring to an index table that contains a plurality of event

names and the time information and/or the location

information that are related to each event name; and

(c) providing the time information and/or the location

information obtained by the step (b) as an index infor-

mation, from the index server through the network to

the requesting multimedia data retrieval device, so as to

enable the requesting multimedia data retrieval device

to retrieve multimedia data from the plurality of mul-

timedia data according to the time information and/or

the location information obtained from the index

server.

20. A method for providing a multimedia data retrieval

service from a multimedia data retrieval server to clients

which are connected through a network, the method com-
prising:

(a) managing each one of a plurality of multimedia data

at the multimedia data retrieval server in relation to

time information and/or location information indicating

a time and/or a location at which each multimedia data

is created;

(b) receiving a retrieval request specified by using event

names, at the multimedia data retrieval server through

a network from a requesting client;

(c) obtaining the time information and/or the location

information corresponding to the retrieval request

received by the step (b) at the multimedia data retrieval

server;

(d) retrieving multimedia data from the plurality of mul-

timedia data managed by the step (a) at the multimedia

data retrieval server, according to the time information

and/or the location information obtained by the step (c);

and

(e) providing the multimedia data retrieved by the step (d)

as a retrieval result, from the multimedia data retrieval

server through the network to the requesting client, so

as to enable the requesting client to obtain the multi-

media data matching with the retrieval request.
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